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Producer + Consumer in JavaScript

const queue = new Queue();

async function producer() {
  const data = await otherTask1();
  queue.add(data);
  queue.unuse();
}

async function consumer() {
  while (queue.inUse()) {
    const data = await queue.take();
    await otherTask2(data);
  }
}

queue.use();
await Promise.all([ producer(), consumer() ]);
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Producer + Consumer in Java

Queue queue = new Queue(); // Locks inside

Thread producer = new Thread(() -> {
  Data data = otherTask1();
  queue.add(data);
  queue.unuse();
});

Thread consumer = new Thread(() -> {
  while (queue.inUse()) {
    Data data = queue.take();
    otherTask2(data);
  }
});

queue.use();
producer.start(); consumer.start();
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Problem
Languages  have  d i f f e r en t  concu r r ency  mode l s

S i n g l e - t h r e a d e d  a s y n c h r o n y  ( e . g . ,  J a v a S c r i p t )
M u l t i - t h r e a d i n g  ( e . g . ,  J a v a )

How to  gua ran tee
memor y  sa fe ty ,  th read-sa fe ty ,  and  avo id  memor y  l eaks ?

N o  d i s t i n c t i o n  b e t w e e n  t h r e a d - l o c a l  a n d  t h r e a d - s h a r e d  d a t a
f o r c e s  a c c e s s  t o  s h a r e d  d a t a  t o  b e  s y n c h r o n i z e d
F o r c e d  t o  c h o o s e  b e t w e e n  a  f u l l y  a f f i n e  o r  f u l l y  l i n e a r  l o g i c

We need  a  un i f i ed  approach
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Separation Logic for Async. Prog.
F ramework  heav i l y  i n sp i r ed  on  I r i s  .  F ea tu re s :

A f f i ne  and  l i nea r  r e sou r ces / i nva r i an t s

Th read- loca l  and  th read- sha red  i nva r i an t s

I nva r i an t s  a re  p rec i se l y  t r a cked

Weakes t -p recond i t i on  t a i l o red  fo r  a  concu r ren t  l anguage  w i th
th reads  and  a synch ronous  t a sk s  i n  each  th read

[ 1 ]

1 .  h t t p s : / / i r i s - p r o j e c t . o r g /  ↩︎
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Affine and linear resources
af f ine  r e sou r ces  can  be  "d ropped"  ( and  be  ga rbage  co l l e c ted )

l i near  r e sou r ces  mus t  be  neces sa r i l y  u sed

even  w i thou t  free() ,  t he se  a re  u se fu l  to  avo id  memory  l eak s

E .g . ,  queue  a s  a  l i nea r  r e sou r ce  un t i l  i t  i s  empty
E .g . ,  a  socke t  a s  a  l i nea r  r e sou r ce  un t i l  c a l l i ng  close()
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Thread-local/shared invariants
th read-shared  i n va r i an t s  a re  opened  a round  a tomic  e xp re s s ions

th read- loca l  may  r ema in  open  fo r  s eve ra l  s t eps  un t i l  r each ing  a
y i e ld -po in t  ( such  a s  the  awa i t  k eyword )

E .g . ,  queue  a s  a  th read- sha red  r e sou r ce  i n  J ava
E .g . ,  queue  a s  a  th read- loca l  r e sou r ce  i n  J S
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Base Logic
Non-s tep- indexed

We  ex tend  a lgeb ra s  w i th  an  a f f i n i t y  p r ed i ca t e  

Connec t i ve s  a re  ob ta ined  f rom I r i s  by  r ep l a c ing   w i th   

P r e c i s e  t r a c k i n g  o f  l i n e a r  r e s o u r c e s  r e q u i r e s  c a n ce l a b i l i t y

A

≼ ⊑ [ 1 ]

⊑ ≜ ∃c .  b ≡ a ⋅ b ∧ A (c )

1 .  K r e b b e r s  e t  a l .  M o S e L :  a  g e n e r a l ,  e x t e n s i b l e  m o d a l  f r a m e w o r k  f o r  i n t e r a c t i v e  p r o o f s  i n
s e p a r a t i o n  l o g i c .  I C F P  2 0 1 8  ↩︎
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Basic Update Modality
I s sue :  

E x tend  the  moda l i t y  w i th  a  con t ro l l ed  upda t e  r e l a t i on

Fo r  a  l og i c  pa ramete r i zed  w i th  the  au tho r i ta t i v e  a l geb ra ,  we  can
de f i ne  the  fo l l ow ing  r e l a t i on  to  p re se r ve  l i nea r  r e sou r ces :

…

P ⊢∣⇛ ϵ

∣⇛{u}P ≜
   λa .  ∀c .V (a ⋅ c ) ⇒ ∃b .V (b ⋅ c ) ∧ P (b ) ∧ (a , b ) ∈ u
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Linear Update Example

Fo rge t t i ng  abou t  r e f e rence  ι ​2
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Linear Update Example

Dea l l oca t ion  o f  r e f e rence  ι ​2
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Invariant Masks
To  suppor t  bo th  th read- sha red  and  th read- loca l  i n va r i an t s ,

we  ex tend  masks  t o  be  se t s  o f  pa i r s ,
w i th  t h r ead- sha redne s s  and  i nva r i an t  i d en t i f i e r
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Fancy Update Modalities
The  "no rma l "  f ancy  upda te  moda l i t y  i s  t he  same ,  bu t  w i th  a  g loba l l y

pa ramete r i zed  con t ro l l ed  upda te  r e l a t i on

The  nove l  "p red i ca ted"  f ancy  upda te  moda l i t y  a l l ows  to  p i c k  the
mask  tha t  mus t  be  r ee s t ab l i shed  a f t e r  t he  upda te  ( i f  i t  f u l f i l l s  ) ,

enab l i ng  th read- loca l  i n va r i an t s  to  r ema in  opened  fo r  l onge r
Φ ​E
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World Satisfaction
Two  maps :
1 .  Sto re s  the  p ropos i t i ons  (pe r s i s t en t l y )
2 .  Tr a ck s  the  a l l o ca ted  i nva r i an t s

A l l oca ted  i nva r i an t s  i n  ( 2 )  a r e  composed  by
ex t e rna l  i d ,  i n t e rna l  i d  t o  ( 1 ) ,  a f f i n i t y ,  t h read- sha rednes s

P ropos i t i ons  i n  ( 1 )  be long  to  a  l og i c  pa ramete r i zed  w i th  u se r -
g i ven  r e sou r ce  a lgeb ra s ,  e x c lud ing  the  a lgeb ra  tha t  encodes  ( 1 )

The  i nd i r e c t i on  avo ids  c i r cu l a r i t y  i n  the  mode l  and  a l l ows  s to r i ng
inva r i an t  tokens  i n s ide  o f  i n va r i an t s  w i thou t  s t ep- index ing
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World Satisfaction
I n va r i an t s  a re  p rec i se l y  t r a cked  w i th  some  g i ven  mode l  o f
pe rm i s s ions  ( e .g . ,  f r a c t i ona l  o r  coun t i ng )

As  i n  I ron ,  we  have  open ing  and  dea l l o ca t i on  t okens
D e a l l o c a t i o n  t o k e n s  f o r  l i n e a r  i n v a r i a n t s
c a n n o t  b e  p u t  i n s i d e  o f  i n v a r i a n t s
B o t h  k i n d s  c a n  b e  u s e d  t o  o p e n  i n v a r i a n t s

[ 1 ]

1 .  A l e s  B i z j a k  e t  a l .  I r o n :  m a n a g i n g  o b l i g a t i o n s  i n  h i g h e r - o r d e r  c o n c u r r e n t  s e p a r a t i o n  l o g i c .
P O P L  2 0 1 9  ↩︎
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World Satisfaction

" h o l d s "  e n f o r c e s  t h a t  a f f i n e  i n v a r i a n t s  o n l y  h o l d  a f f i n e  r e s o u r c e s ,  a n d  t h a t
l i n e a r  i n v a r i a n t s  d o  n o t  h o l d  d e a l l o c a t i o n  t o k e n s  f o r  l i n e a r  i n v a r i a n t s

1 5 / 2 31 5 / 2 3João Mota | A Separation Logic Framework for Asynchronous ProgrammingJoão Mota | A Separation Logic Framework for Asynchronous Programming



Concurrent Language
Use r  p rov ides  sma l l - s t ep  ope ra t iona l  s emant i c s  fo r  e xp re s s ions

Use r  p rov ides  de f i n i t i ons  o f  a l l ow ed  and  f o rb i dden  s tucknes s
M o r e  c u s t o m i z a t i o n  o f  w h e n  c o d e  m a y  b e  s t u c k
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Concurrent Language
We de f i ne  a  concu r ren t  l anguage  w i th  th reads ,  and  a synch ronous
ta sk s  i n  each  th read

A s y n c h r o n o u s  t a s k s  f o l l o w  " r u n - t o - c o m p l e t i o n "  s c h e d u l i n g
( s i m i l a r  t o  J S )
I n  e a c h  t h r e a d ,  c o n t e x t  s w i t c h  o c c u r s  o n l y  a t  y i e l d - p o i n t s
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Weakest Precondition

P rog ram ,  Th read  Iden t i f i e r

Mask  to  be  r e s to red  a t  y i e ld -po in t s ,  Cu r ren t  enab led  mask

Code  exp re s s ion

Pos t - cond i t i on ,  Pos t - cond i t i on  fo r  co induc t ion [ 1 ]

1 .  L e n n a r d  G ä h e r  e t  a l .  S i m u l i r i s :  A  S e p a r a t i o n  L o g i c  F r a m e w o r k  f o r  V e r i f y i n g  C o n c u r r e n t
P r o g r a m  O p t i m i z a t i o n s .  P O P L  2 0 2 2  ↩︎
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Weakest Precondition

I f  c  i s  a  y i e l d - p o i n t ,  w e  m u s t  e n a b l e  a l l  i n v a r i a n t s  ( i n  ) .
O t h e r w i s e ,  w e  j u s t  n e e d  t o  e n a b l e  a l l  t h r e a d - s h a r e d  i n v a r i a n t s .

E ​1
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Object Calculus
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Both examples verified

let queue = new Queue.init(); queue.use();

let consumer =
  async { new Consumer.init(queue) };
let producer =
  async { new Producer.init(queue) };

let consumer =
  fork { new Consumer.init(queue) };
let producer =
  fork { new Producer.init(queue) };

await producer; await consumer; queue.isEmpty()

or

2 1 / 2 32 1 / 2 3João Mota | A Separation Logic Framework for Asynchronous ProgrammingJoão Mota | A Separation Logic Framework for Asynchronous Programming



Proof strategy
1 .  Use  coun t ing  pe rm i s s ions  i n s t ead  o f  f r a c t i ona l  ones
2 .  A l l o ca te  i nva r i an t  t ha t  s to re s  useCount  open ing  tokens  fo r  i t s e l f
3 .  G i ve  the  fu l l  dea l l o ca t ion  token  to  the  consumer
4 .  G i ve  one  open ing  token  to  the  p roduce r
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Results

N o  f o r b i d d e n  c o n f i g u r a t i o n s  a r e  r e a c h e d
I f  t h e  p r o g r a m  t e r m i n a t e s ,  i t  y i e l d s  t r u e  a n d  a l l  o b j e c t s  i n  t h e  h e a p  a r e  a f f i n e
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Thank you!

j d . m o t a @ c a m p u s . f c t . u n l . p t

j d m o t a . g i t h u b . i o

Af f i ne  and  l i nea r
r e sou r ces / i nva r i an t s
Th read- loca l / sha red  i nva r i an t s
Weakes t -p recond i t i on  fo r
concu r ren t  l anguage  ensu r i ng
sa fe t y  and  l eak  f r eedom
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